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Section 1: Threat Levels: 

United Kingdom

Current National Threat Level: Severe

Current Northern Ireland-related Threat Level: Severe

Severe means an attack is highly likely.

Source: MI5

 

United States

Current National Threat Level: Elevated

Elevated means a significant risk of terrorist attacks
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Source: Department for Homeland Security (DHS), National 
Terrorism Advisory System (NTAS)

 

European Union

Overall Terrorist Threat: Acute

Source: Europol

 

Section 2: Security Contexts: 

United Kingdom

In July 2019 changes were made to the terrorism threat level 
system, to reflect the threat posed by all forms of terrorism, 
irrespective of ideology. There is now a single national threat level 
describing the threat to the UK, which includes Islamist, Northern 
Ireland, so-called left-wing and right-wing terrorism. On January 7th, 
2022, a seventeen-year-old who wished to “shoot up a mosque” 
and kill 10,000 people was indicted by Southampton Youth Court. 
The individual pleaded guilty to possessing material likely to be 
useful to a person committing or preparing an act of terrorism. 
Across the UK there is a significant increase in the proportion of 
police investigations into violent extreme right-wing terrorism.

An alleged 25-year-old Islamist terrorist (who is presently pleading 
‘not guilty’) will soon stand trial for murdering Southend West MP, 
Sir David Amess. The individual is also charged with preparing acts 
of terrorism between May 1, 2019, and September 28, 2021. 
Reported reconnaissance methods involve visiting locations to 
assess suitability for attacks including addresses associated with 
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MPs. The likely date and trial location: March 21, 2022, at London’s 
Old Bailey.  

The unexpected acquittal from criminal damage charges of the so-
called ‘Colston Four’ last week has put some local authorities and 
urban police forces into a slightly higher alert for further vandalism 
against historic memorials, city centre public realm and buildings 
hosting such. The Attorney General and many in the judiciary are 
seeking a review of this Crown Court jury decision, but only in terms 
of enabling future juries and officials to better understand their role 
in understanding and upholding existing legal provisions. With 
wintry weather conditions, fewer social restrictions, and few known 
totemic events or dates upcoming, our estimate for Black Lives 
Matter-related criminal damage and violence (as experienced in the 
June 2020 London Cenotaph and pan North America rioting) 
remains moderate to low. (However, relative societal stability – 
particularly within urban environments - may change swiftly as was 
witnessed by the response to the unlawful killing of George Floyd in 
Minneapolis, June 2020.) Hotspots for BLM protests, clashes and 
vandalism outside of London during 2020 and beyond included 
Leeds, Manchester, Plymouth, Norwich, Oxford, Edinburgh and 
Cardiff. In some instances, counter-protestors have clashed. Such 
instances have often fallen below the radar of news reports and 
wider public consciousness. Cities and communities possessing a 
high proportion of military and/or colonial-era public realm remain 
particularly susceptible to vandalism and physical flashpoints. 

There are a substantial number of BLM convenors who have prior 
experience mobilising radical left anti-capitalist and anti-policing 
groups. Such extreme left roots in UK BLM may be thinning out 
following internal power-shifts and campaign professionalisation 
after June 2020. A particular BLM focus at present is the 
continuation of a very robust campaign to force St Peter’s College, 
Oxford, to reject trust money from the late Max Mosley’s family. 
Within the UK, BLM is a diffuse network with a one organiser’s 
website explicitly purporting dominance over the UK campaign and 
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issuing a “disclaimer” claiming that they are not affiliated with the 
‘Black Liberation Movement UK’ (who can be found at: https://
www.facebook.com/BLMUK/) or United States’ BLM. 

Nine Insulate Britain (IB) activists were jailed (November 17, 2021) 
for four to six months for breaching a ban on protests (dubbed “civil 
resistance” on their official website) on the M25. One prisoner, 
Emma Smart, began a hunger strike on November 26, 2021, which 
ended after 26 days following receipt of a letter from her local MP 
confirming a prison visit. The group continues to carry out direct 
highly-disruptive actions, principally within and around London’s 
major road routes including the Dartford Crossing, Old Street 
Junction and Blackwall Tunnel. IB claim to fight for a national 
programme to ensure every house in the UK is insulated by 2030. 
Insulate Britain is a much smaller UK-specific campaign group, 
although they share many goals with the Extinction Rebellion 
network and deploy similar high-profile ‘blocking’ tactics. The 
groups claim not to be officially integrated. Direct actions from both 
networks are planned during the next few weeks to continue 
disruptions. Moreover, since prison sentences were awarded, 
websites and social media forums appear to have sharpened their 
narrative specifically against the Conservative Party by using more 
emotive tactical campaign language on livery, including the banner 
catchphrase “Betrayed By My Government”. Organisations related 
to, or in close proximity to, Conservative-leaning premises might 
consider a heightened alert mode for targeting and physical 
disruption. A series of member mobilisation and training events are 
planned in Manchester (15 January), Tring (16 January), Shipley 
(16 January), London, Hanwell (20 January), Chesham (23 
January), Hebden Bridge (23 January), Rochdale (26 January), 
York (28 January).  
 

 

United States 
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The United States continues to face a wide-ranging and turbulent 
threat environment as it approaches and passes through several 
religious holidays and associated mass gathering anniversaries that 
in the past have served as potential targets for acts of mass 
casualty violence. These threats include those posed by individuals 
and small groups engaged in violence, including domestic violent 
extremists (DVEs) and those inspired or motivated by international 
terrorists and other adversarial foreign influences.

According to DHS, these actors continue to exploit online forums to 
influence and spread violent extremist narratives and promote 
violent operations. The ongoing global pandemic continues to 
exacerbate these threats, in part due to perceived government 
overreach in implementation of public health safety measures. 
Further, international terrorist organisations and DVEs continue to 
attempt to inspire potential followers to conduct attacks in the 
United States, including by exploiting recent events in Afghanistan 
and resurgent Islamist activity in the Middle East.

The threat posed by DVEs is wide-ranging, unpredictable in 
specificity and, at times, almost spontaneous. A robust, continuous 
‘Dog Whistle’ campaign by US BLM to frame the conviction and 
imprisonment of Empire actor, Jussie Smollett, as a rampant 
miscarriage of justice, carried out by the Chicago police force, 
continues to foment widespread social tension. (Smollett was jailed 
for stage-managing a violent homophobic crime against himself, as 
well as intentionally fabricating the profile of his fake attackers to 
match that of imagined Make America Great Again supporters. He 
did this in cahoots with the Osundairo brothers, two part-time 
African actors, who eventually admitted involvement and 
apologised.) In a recent public statement, BLM’s national Director of 
Grassroots, Dr Melina Abdullah - who publicly advocates the 
abolishment of police forces - continues into 2022 to fan social 
tension and activist anger by referencing this case as a gross racial 
injustice: “we find ourselves, once again, being forced to put our 
lives and our value in the hands of judges and juries operating in a 
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system that is designed to oppress us, while continuing to face a 
corrupt and violent police department, which has proven time and 
again to have no respect for our lives”.

The anniversary of Antifa’s attack on the January 9, 2021 ‘Patriot 
March’ passed this week. In this incident, seven were charged with 
violently countering a pro-Trump procession at Pacific Beach, San 
Diego. The case has evoked political ‘dog whistle’-type calls to 
action act from both sides (radical left and right). The online traffic 
serves as another potential stage for offering flashpoints that can 
spark wider societal disorder. The rise of an emboldened Antifa, and 
the realisation that such groups are not ‘reactive’, has been well 
documented by authentic journalism and law-enforcement 
authorities. One such conclusion emanates from District Attorney 
Summer Stephan’s office “Video evidence analysis [from Pacific 
Beach] shows that overwhelmingly the violence in this incident was 
perpetrated by the Antifa affiliates and was not a mutual fray with 
both sides crossing out of lawful First Amendment expression into 
riot and violence.” 

Antifa, a diffuse extreme far-left, non-hierarchical, network, was 
attributed with its first contemporary murder in Portland, Oregon, 
when an activist shot dead a pro-Trump caravan participant, who 
was counter-protesting BLM direct actions, on August, 29, 2020. 
Deemed highly dangerous and with a potential for marauding, the 
Antifa militant was shot dead five days later by a federal fugitive 
task force. As with militia violent extremists (MVE), who typically 
take issue with government overreach, racial equality progress and 
immigration, escalating levels of violence are fanned by three 
engagement stages of online communications: 1) Public facing 
online engagement and recruitment, 2) Invitation to private chat 
groups/forums, 3) Transition into secure platforms. Employers and 
businesses are urged by this Monitor to fully and objectively 
examine and understand the polarising and, often, extreme 
narratives and behaviours perpetuated by all radical sides of 
domestic political debate. Moreover, we recommend that a high 
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degree of caution be exercised when considering the provision of a 
permissive environments or stage for any socio/political cause or 
activism group within the formal workplace and built environment. 
Violently divided societies elsewhere – for example, Northern 
Ireland before and during The Troubles – demonstrate the steep 
challenges that can arise in terms of maintaining social and 
industrial cohesiveness when small but significant minorities coexist 
in an environment whereby they feel absolutely polarised from one 
another. Likewise, if contentious historical/political anniversaries 
become fossilized into ongoing social behaviour and community 
consciousness, swift deteriorations in the physical environment are 
likely to occur. The ideological Balkanization of business 
environments – in all likelihood - will also significantly impact 
productivity.        

Through 2022, racially or ethnically motivated violent radicals, as 
well as anti-authority violent extremists, will continue to pose an 
increased threat within the United States. Pandemic-related stress-
points have contributed to increase societal concerns, driving 
several plots by DVEs who either perceive or seek to exploit 
supposed government overreach. If new public health restrictions 
are imposed, violent activities against government institutions and/
or organisations related to public health programme structures, are 
likely to both increase and emanate from a wider and more diverse 
constituency base. This warning equally applies to a threat-level 
increase now facing tech firms and institutions that are perceived to 
support the federal superstructure, perhaps by way of health 
monitoring or assisting wider public surveillance platforms. In 
addition, some DVEs have tried to use the relocation of Afghan 
nationals to the United States to sharpen social grievances over 
immigration and fuel concerns directed toward the American Muslim 
community.

 

Europe and EU
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Europol as well as agencies in Norway and Switzerland continue to 
assert that the main concern of European states is jihadist terrorism 
and the closely related phenomenon of foreign terrorist fighters who 
travel to and from conflict zones. 

Recent attacks in the EU demonstrate the intent and capability of 
jihadist terrorists to inflict mass casualties on urban populations, to 
generate a consistent level of well-publicised intimidation and terror. 
The carefully planned attacks continue to demonstrate the elevated 
threat to the EU from an extremist minority. Such groups tend to be 
operationally based in the Middle East, but combined with a 
network of people born and raised in the EU, often radicalised 
within a short space of time, who have proven willing and able to 
act as facilitators and active accomplices in terrorism, state Europol.  

Two years on from IS’s military perceived military defeat in the 
Middle East (Syria/Iraq), and the 2019 takedown of Telegram’s 
messaging service, the group’s media production capabilities 
remain limited, with continued challenges to developing 
infrastructure and sustaining personnel. This said, the group’s 
media operations continue to amplify the importance of Africa which 
serves to underline its expansionist ambitions, particularly in Mali 
and Burkina Faso. France’s military are engaged on counter-
terrorism operations in both areas, and a sufficient audience can be 
found back in France that is deeply hostile to French military 
intervention in her former colonies. In these theatres, principal 
groups include IS West Africa and Jam’at Nusrat al-Islam (JNIM) 
who fight over territorial control, recruits and resources. Although 
official ISIS propaganda continued to decline, its target audience 
continues at a significant volume due to committed supporters and 
affiliate online networks fanning out key messages and publications. 
The terrorism threat across much of the EU from so-called ‘lone 
actors’ therefore continues to be acute due to supporter networks 
and Supporter-Generated Content (SGC) that legitimise and seek 
to activate mass casualty civilian attacks in response – they claim - 
to such western governmental operations. Such continued 
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‘grassroots terrorism’ means that the ability to thwart attacks 
become less likely due to the limited ability to gather timely, relevant 
and accurate human intelligence.   

Al-Qaeda (AQ) suffered from, yet withstood to survive, from a 
number of strategic hammer-blows during the past decade. Since 
the advent of IS, AQ has sought to slightly reorientate itself as less 
tactically extreme and more ideologically/theologically advanced 
than IS. Deploying the political/military/diplomatic tactics that 
culminated in success in securing control of Afghanistan during 
2021, both Al-Qaeda in the Islamic Maghreb (AQIM) and JNIM, 
continue to engage in negotiations with local governments in North 
Africa. Likewise, such political rhetoric and jockeying has also been 
repeated by Islamist militants, Tahrir al-Sham (TaS), a successor 
network to al-Nusra Front, in their stronghold of Idlib, Syria. In a 
January 2, 2022, statement the group was reportedly "trying to 
convince Syrians and the world that it is no longer as radical and 
repressive as it once was" and shifting its focus to providing support 
for refugees and working within the wider ‘Salvation 
Government’ (the anti-Assad alliance). Upcoming Shia festivals that 
have been targeted in the recent past by al-Nusra and TaS for mass 
casualty attacks will test the validity of this softer rhetoric. Yet, 
Europol and agencies in London have cautioned that the decline in 
terrorism-related-arrests since 2020 can be attributed to operational 
changes necessary under national government-led Covid-19 
restrictions imposed from March 2020, thus the terror threat level 
remains acute.       

Extremist right wing groups continue to cause severe concern not 
least due to the increasingly young age of suspects linked to violent 
online communities. Many are minors at the time of arrest and 
reference (on electronic devices and social media) the 2019 
Christchurch atrocities and/or 2020 café attacks in Hesse Germany 
(nine killed in a Turkish café area). Enhanced public awareness of 
climate change campaigns (some seen as extreme left 
provocations) and perceived regulatory overreach by governments, 
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has reportedly “led right wing extremists to increasingly promote 
eco-fascist views”, assert Europol. A number of EU states, 
alongside the UK, moved to proscribe Feuerkrieg Division (aka, Fire 
War Division), a far-right group (established in chatrooms in 2018) 
which had links to attack plots in the US, UK, Germany and 
Lithuania. The latter case saw the indictment of a 13-year-old 
Estonian for conspiring to carry out a major terror attack. In 
contrast, “left-wing and anarchist extremists have a high level of 
security awareness, and the technical developments of recent years 
have resulted in an increased capability to communicate 
anonymously,” assert Europol. Such groups were also observed to 
run their own less well-known secure communication platforms. 
Examples of online networks deployed by anarchist-profile groups 
are cited by European and UK agencies and include ‘No log’, 
operated by a Czech group. This platform has reportedly inspired 
similar discreet services such as the formation of Noblogs.org or 
Riseup.net.   

To reduce the spread of online terrorist propaganda, an EU 
Regulation on addressing the dissemination of terrorist content 
online (TCO Regulation), will apply as of June 2022. This regulation 
establishes a new set of operational measures, notably forbidding 
the hosting of terrorist propaganda and the obligation to remove 
content when flagged by law enforcement authorities and Europol. 
To facilitate the implementation of the TCO Regulation, Europol is 
developing an innovative technical solution called PERCI, which will 
support law enforcement authorities with its subject-matter 
expertise. Companies and employers are urged to examine further 
how TCO will apply to them both in terms of risk management and 
opportunity.  

  

Section 3: Cyber and Economic Crime:  
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According to Charity Digital, if cybercrime was a country, it would be 
valued at around £4 trillion annually: effectively, the third biggest 
economy after the USA and China. More than 75% of targeted 
cyber-attacks start with somebody within an organisation opening a 
malicious email. Some 25-30 per cent of employees work partially 
or fully from home since Covid-19’s outbreak. Moreover, the 
beginning of 2021 witnessed a 102 per cent increase in 
ransomware attacks, compared to pre-pandemic levels during early 
2020. The cyber threat landscape has evolved to place at much 
higher risk the weakest end-users and endpoints. 

A pre-eminent threat for homeworkers emanates from the use of 
Software-as-a-Service Apps and platforms. Such cloud-based apps 
can be accessed by anybody in possession of the logon 
credentials. Credentials hijacking is typically achieved by credible 
looking phishing emails (usually, purportedly from a colleague), 
default vendor passwords being left unchanged, or password 
credentials being left handwritten in home, office or vehicle 
environments. A failure to use encryption and access controls within 
cloud storage also renders businesses vulnerable to data 
exfiltration, including from disgruntled employees. A large uptick in 
Covid-19 and public health related malware and SMS text scams 
has occurred during the second half of 2021.

Inadvertently downloading covert crypto-mining software (CCMS) 
has for the first time entered the top five cyber security threats. With 
an exponential rise in individuals and organisations downloading 
crypto wallets and trading on crypto exchanges, the risk of 
downloading malicious software - that can both insert spyware and 
take root of your device/network – has grown significantly. Such 
malware typically moves beyond crypto missions to install 
keyloggers and exfiltrate all data. CCMS tools are therefore very 
useful for acquisitive cybercrime as well as facilitating ‘slower burn’ 
extortion techniques. A case in point (and ‘tip of the iceberg’) is the 
recent indictment in the US of Nicholas Truglia, for his part in 
stealing more than $100m from technology executives. Identity 
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thieves were able to hijack target mobile phone numbers – including 
one owned by technology investor Michael Terpin – by contacting 
mobile phone providers and tricking them into tying the account 
holder’s phone to a new SIM card. Unauthorized SIM swaps are 
often perpetrated by fraudsters who have already stolen or phished 
a target’s password. This is because many financial institutions and 
online services rely on text messages to send users a one-time 
code for multi-factor authentication. After an investigation instigated 
by Terpin, who claimed he had been stung for $24m, Truglia 
eventually pleaded guilty to wire fraud.  

Perhaps cognizant that cyber security among non-technical end-
users is on the rise, some fraudsters and cyber criminals have 
resorted back to some of the oldest hacking methods out there. A 
cybercrime group in the US has been mailing out USB thumb drives 
in the hope that recipients will plug them into their PCs and install 
ransomware on their networks, according to the FBI.  

The USB drives contain so-called 'BadUSB' attacks. They were sent 
in the mail through the United States Postal Service and United 
Parcel Service. One type contained a message impersonating the 
US Department of Health and Human Services and claimed to be a 
COVID-19 warning. Other malicious USBs were sent in the post 
with a gift card claiming to be from Amazon. 

In the UK, fraud offences reported to the police are recorded and 
collected by the National Fraud Intelligence Bureau (NFIB) from 
Action Fraud and two industry bodies, Cifas and UK Finance. Action 
Fraud (the public-facing national fraud and cybercrime reporting 
centre) reported a 36% rise in fraud offences (to 424,397 offences) 
compared with the year ending June 2020. The data showed a 34% 
increase in “online shopping and auctions” fraud in the latest year 
(from 70,761 to 94,795 offences) and a 51% increase in “financial 
investment fraud” (from 14,685 to 22,200 offences). 
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UK Finance reported a 10% increase in fraud incidents (to 3.2 
million incidents). This was reportedly driven by a 15% increase in 
remote purchase fraud (to 2.5 million incidents). There was also a 
71% increase in remote banking fraud (to 94,180 incidents), which 
reflects the greater number of people now regularly using internet, 
telephone and mobile banking, and the attempts by fraudsters to 
take advantage of this.  

Likewise, in the US, the FBI is reporting an exponential rise in 
business and personal fraud victims. One such emerging scam is 
linked to the use of the new service Google Voice, which enables 
one to set up a virtual phone number that can be used for domestic 
and international calls and SMS messaging. Those individual and 
businesses who use online e-commerce and information exchange 
portals (such as ‘lost and found’). According to the FBI in Portland, 
Oregon: The scammer makes contact with the victim via text or 
email. They claim to be really interested in buying… then ask to 
verify the vendor/victim’s identity, to prevent the (fraudster) buyer 
becoming scammed! The fraudster says they will send the seller/
advertiser an authentication code from Google to confirm that they 
are a real person and not a bot. The victim receives an 
authentication code in the form of a voice call or a text message. 
They are asked to repeat that number to the caller. Once achieved, 
the fraudster can, reportedly, establish a Google Voice account in 
the victim’s name, using the real phone number as verification. 
Once set up, the fraudster can then use the hijacked Google Voice 
account to conduct any number of scams against other victims. 
They can also use the acquired code to gain access to, and take 
over, the victim’s Gmail account and expand into full-scale identity 
and personal data theft. 

  

Section 4: Controls: 
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Suggested Cyber Security controls to begin 2022 with include:

1.     Carry out a dedicated Information Security Risk Assessment 
across all personnel, assets and equipment, including 
auditing onsite IoT (contact CSARN Global Cyber Academy 
for an ISRA)

2.     Double and triple authentication (keep up-to-date your 
mobile phone and email accounts linked to 2FA)

3.     Think and act before you click. Double-check click-on links 
with colleagues/agencies, particularly those related to 
Covid-19 and tax authorities. 

4.     Strong endpoint security (VPN, AV, end-to-end encryption, 
firewalls and safer browsing modes. Next Generation 
Firewalls can incorporate much of this.)

5.     Devise and deliver a Mobile Device Management policy 
(incorporating BYOD)

6.     Telecons: keep meetings private; use random meeting IDs; 
ensure home/remote connections secure; hosts only to 
control screen-sharing and waiting room; have a back-up 
platform; ensure security controls updated

7.     Provide all employees with basic cyber security training, and 
all technical staff with advanced cyber security learning. 
(Apply to CSARN Global Cyber Academy for your member 
discount code for courses and Diplomas.) 

   

Suggested Physical and Personnel Security controls to begin 2022 
with include:

 

1.     Review and ensure CCTV is operable, and ensure decent 
facial recognition capabilities, alongside compliance and 
training compliant to privacy and data security laws

2.     Examine and rehearse how your organisation might prepare 
for a major disruptive protest
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3.     Carry out comprehensive due diligence in relation to 
potential community stakeholder visitors or when considering 
to offering a platform special interest groups and self-defined 
‘community activists’. Have clear policies in place to 
differentiate the formal workplace from the radicalizing 
political environment

4.     Clarify, specify and communicate workplace policies and 
procedures for examining and investigating scenarios related 
to reports of workplace extremism, including ensuring 
awareness of the upcoming UK Online Safety Bill 

 

Latest Security and Risk Management Guidance:

 

UK and International

 

ISO CyberSecurity in Cars: New standard just published to help 
keep the hackers at bay:

https://www.iso.org/news/ref2705.html

 

ISO Effective Risk Management: New international guidance on 
how to get it right:

https://www.iso.org/news/ref2773.html

 

ISO Third Party Payment Security:

https://www.iso.org/news/ref2698.html
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Centre for the Protection of National Infrastructure – Physical 
Security toolkits:

https://www.cpni.gov.uk/physical-security

 

Centre for the Protection of National Infrastructure – Personnel & 
People Security toolkits:

https://www.cpni.gov.uk/personnel-and-people-security

 

 

 

United States

 

National Institute for Standards and Technology (NIST):

The President’s Executive Order ‘Improving the Nation’s Cyber 
Security’ (14028) issued on May 12, 2021, charges multiple 
agencies – including NIST– with enhancing cybersecurity through a 
variety of initiatives related to the security and integrity of the 
software supply chain.
The EO directs NIST to solicit input from the private sector, 
academia, government agencies, and others and to identify existing 
or develop new standards, tools, best practices, and other 
guidelines to enhance software supply chain security. Those 
guidelines are to include: 

• criteria to evaluate software security,  
• criteria to evaluate the security practices of the developers and 

suppliers themselves, and 
• innovative tools or methods to demonstrate conformance with 

secure practices. 
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By February 6, 2022, after consulting heads of various agencies, 
NIST will issue new guidance that identifies practices that enhance 
software supply chain security, with references to standards, 
procedures, and criteria. By May 8, 2022, NIST will publish 
additional guidelines, including procedures for periodically reviewing 
and updating guidelines:
https://www.nist.gov/itl/executive-order-improving-nations-
cybersecurity 
 
NIST is also seeking comments on a Concept Paper for an AI Risk 
Management Framework:
https://www.nist.gov/news-events/news/2021/12/nist-seeks-
comments-concept-paper-ai-risk-management-framework
 

 

 

Compiled by analysts at the CSARN and UK Global Cyber 
Academy fusion centre, London. United Kingdom. Project Director: 
Richard Bingley FHEA.

www.csarn.org

www.globalcyberacademy.com

 

 

To request membership, subscription or address enquiries: 
mail@csarn.org
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